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Tt elvat n PHP

* Server-side scripting y\wooa
NPOYPOLULUOTLOUOU

* Mrmopel entionc va xpnotpomnotnBet kot wc
VAWOOO TPOYPOLUUATIOHOU YEVIKOU OKOTIOU



[Mou pmopet va xpnotpomotnBet

e Jtnv avamtuén dtadilktuakwyv epapproywv
(server-side scripting)

e JTNV avaAmtuén epappoywy ToU TPEXOLUV OO
N ypappn evtoAwv. KataAAnAo yua tnv
eKTEAEON emavalapBavopevwy EpyacLwy
rniepPariov Linux kat Windows

e Ytnv avarmntuén desktop epappoywv, HE TN
BonBela oxetikwv enektaoewv (PHP-GTK)



TL Ba xpeLtaotoU e

[l TNV avarntuén pac Stadilktuakng epoappoync da
TPETIEL:

* Na eival eykateotnuevn n PHP oto punyavnua ou Ba
TPEXEL N Eapuoyn

* Na elval eykateotnUEVOC evoc web server (Ax Ttov
Apache HTTP server), oto pnxavnuo touv Bo TpEXEL N
epappoyn

* Na exoupe tpooBoaon o€ pla Baon dedopevwy, otnv
nepimtwon mouv B€Aov e va avamtuéou e SUVOLULKEC
SLaOIKTUAKEC EPAPUOYEC

* Na &xoupe otn dtaBeon pog eva pullopetpntn LoToU
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Baolkec evvolec tng PHP

TumoL 6ebopevwy: String, Integer, Float, double,
Boolean, Array, Object, NULL

TeAEOTEC: AplBuntikol, Aoywol, avaBeonc, cUYKPLONC,
avéopeilwoncg, cupBolooelpwy, TEAECTEC TTAVW OE arrays

2UVOPTNOELG

EuBeAeila petafAntwyv: Local, Global, Static
EvtoAec StakAadwong

EvtoAec emavaAnyng

Aewtoupylec Staouvdeonc pe Baoelc dedopevwy
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Superglobal Variables

Mpokettal yia built-in petafAntéc mou eival StaBEoieg amo mavtou.

MropoUvV va TtpooTteEAQCTOUV ATtO OAEC TIC CUVAPTHOELG, KAAOELC KaL apxeia, xwplc va
XPELAETOL VA KAVOULE KATL TO LdLaitepo

nuavtikeg superglobal variables otnv PHP:
* SGLOBALS : MepLexet 0Aeg tig global petaBAntéc mouv SnAwvoupus
* S SERVER: Mepléxel minpodopiec yia headers, paths, script locations
* S _POST: Juykevipwvel Sedopéva petd tnv urtoBoAirn dopuwv pe t nEbodo post
* S GET: Zuykevtpwvel bsdopeva HeTd tnv utoBoAr dopuwv pe tn HEBobdo get
* S _COOKIE: NepLéxet mAnpodopisg yia ta cookies tTn¢ ebapuoyng HOC

S_SESSION: Meptexel mAnpodopieg yila to session tne ebappoync HOG
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PHP Cookies (i)

* To cookie elvall Eva LLKpO apxela TTov o server
TonoBetel oTOV UNTOAOYLOTH) TOU xpr']otr] EtoL
KOBe cbopa TTOU O UTTOAOYLOTNC QLUTOC Znta LLLoL

oeAlda pEcw evoc browser, OTEAVEL ETILONC KalL TO
cookie.

* Ta cookies xpnotuormotlouvtal yla va
avayvwpllouv eva xpnoTtn Kot TLC TIPOTLUNOELC
Tou, SlEUKOAUVOVTOC £TOL TNV TAONYNCN TOU OTO
web

* Me tnv PHP umopel kaveic va dnuloupyet cookies
KOLL VOU OLVTAEL TLC TIMEC TOUC.
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PHP Cookies (ii)

e Anuloupyla, Tpomornoinon Kot dtaypadn EVoc
cookie:

setcookie(name, value, expire, path, ...);

* Avayvwon Tlpwv cookie: xpnoLLOTIOLOVU UE TN
global variable S_ COOKIE, adol mpwta
eheyéoupe pe tnv isset(), av umtapyxeL To
OUVKEKPLUEVO cookie
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PHP Cookies (iii)

Napadsiypa

<IDOCTYPE html>

<?php

Scookie_name = "user";

Scookie_value = "John Doe";

setcookie(Scookie_name, Scookie_value, time() + (86400 * 30), "/"); // 86400 = 1 day
>

<html>

<body>

<?php
if(lisset(S_COOKIE[Scookie _name])) {
echo "Cookie named "' . Scookie_name . "' is not set!";
} else {
echo "Cookie " . Scookie_name . "' is set!<br>";
echo "Valueis: " . S_COOKIE[Scookie_name];
}

>

<p><strong>Note:</strong> You might have to reload the page to see the value of the cookie.</p>
</body>
</html>

Inueiwon: H ouvaptnon setcookie() mpemnel va kaAeitat mptv to <html> tag. v



PHP Sessions (i)

* KaBe popa mou Evoc xpnotnc avolyet pLo
epappuoyn, ONULOUPYELTOL EvVa Session, TO Omolo
ANyeL otav TAEOV 0 XpNOoTNG TNV KAELOEL

* XTNV MEPLUMTWON TWV SLAOLKTUAKWY EGOAPUOYWY,
dev UTIAPXEL TPOTIOC VAL TO YVWPLIOUME aUTO yLaTl

To HTT

* To mpo
omola

P TpWTOKOAAO Hev dLatnpel to state

BAnpa auto Auvetat pe tn S_SESSION n
Urtopel va prthoéevnoel mAnpodoplec Tou

Xpnotr

(username, MPOTLUNOELC, KATL) GE OAEC TLC

oeAibec tnNC edpappoync
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PHP Sessions (ii)

Eva session dnpLloupyeLtoL He Tn ocuvaptnon session_start()
IOV TIPETEL va KaAeital tpv To <html> tag.

Tpomomnoinon LetaBAntwy €vog session: XpnNOLULOTIOLOULLE TN
global variable S_SESSION

S_SESSION["favcolor"] = "yellow";

Avayvwon HeTaBANTwY EVOC session: XPNOLUOTIOLOUE TN
global variable S_SESSION

echo “Welcome" . S_SESSION[“username"] . ".<br>";

Ataypadn evoc session:

// remove all session variables
session_unset();

// destroy the session
session_destroy();
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Submitting PHP Forms (i)

To apyelo index.php

e <html>
<body>
<form action="login.php" method="post">
Name: <input type="text" name="name"><br>
E-mail: <input type="text" name="email"><br>
<input type="submit">
</form>
</body>
</html>

To apyxeto login.php
e <html>
<body>
Welcome <?php echo S_POST["name"]; ?><br>
Your email address is: <?php echo S_POST["email"]; ?>
</body>
</html>
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Submitting PHP Forms (ii

To apyelo index.php

e <html>
<body>
<form action="login.php" method="get">
Name: <input type="text" name="name"><br>
E-mail: <input type="text" name="email"><br>
<input type="submit">
</form>
</body>
</html>

To apyxeto login.php
e <html>
<body>
Welcome <?php echo S_GET["name"]; ?><br>
Your email address is: <?php echo S_GET["email"]; ?>
</body>
</html>
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Submitting PHP Forms (iii)

e >tnv PHP too0 pe tn POST o000 kat pe tn GET
SnULoOUPYELTAL EVA array TIOU TEPLEXEL T
OVOMOTO KOLL TLG OLVTLOTOLYEC TIMEC TWV
pHetaoBANTwy ov eival TNG popdnc: array( key
=> value, key2 => value2, key3 => value3, ...)

* OLTLUEC TWV METAPANTWVY Elvol
NPOOTIEAACLLEC Ao TIC S POST kat S GET
avtiotolyo
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HTTP Request Methods (i)

OL 1o cuyva xpnotlpomnolovpevec peBodol eival n
POST kot n GET

Me tn GET {ntape va avtAnocoupe dedopeva yla va
nopo.

Napadewypa GET request:
/test/demo_form.php?namel=valuel&name2=value2
Me tnv POST untoBaAloupe dedopeva mpoc
eneepyaoia yla Eva mopo

Napadewypo POST request

POST /test/demo_form.asp HTTP/1.1
Host: w3schools.com
namel=valuel&name2=value2

20



HTTP Request Methods (ii)

 Ta attnuata pe GET:

Mrmopouv va dtatnpnBouv otnv cash

Mrmopouv va dtatnpnBouv oTo LoTOoPLKO TOU
browser

MrmopouUv va tpooteBouv ota bookmarks

A€V TIPETEL TTOTE VO XPNOLULOTIOLOUVTOL OTAV
£YOULLE VO KAVOUUE HE evailoBnta dedopeva

[pEMeL va xpnotlponotlouvtal Hovo yLa
avtAnon mAnpodopiag
‘Exouv TEPLOPLOUOUC OTO MNKOC TOU OLTAOTOC
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HTTP Request Methods (iii)

 Ta attiuota pe POST:

Aev propouv va dtatnpnBouv otnv cash

Aev propouv va dltatnpnBouv 0To LOTOPLKO TOU
browser

Aev propouv va npooteBouv ota bookmarks
A€V €£XOUV TIEPLOPLOUOUC OTO HNKOC TOU QLT MOTOC

Elval o aocdaAn amo to avTioToLyo oTAUOTOL UE
GET

Elval KatdAAnAa yla TLg TEPUTTWOELC TTOU TO aTtnua
LLOLC TIPOKELTOL VL ETILPEPEL KATTOLL Aoy oTal
dedopéva (evnuepwon/diaypadn)

22



Form Submitting - Security Tips (i)

* Cross site scripting (XSS): emutpenet otouc hackers va epduteoouv enikivbuva
scripts otn ogAiba ou BAEMEL 0 XpRoTNC.

* [Moapadeyua

H 6nAwon:
<form method="post" action="<?php echo S_SERVER["PHP_SELF"];?>">
Metadpaletal oc:

<form method="post" action="login.php">
AuTto onpaivel ot o hacker pnopet va dwoet to URL:
http://www.example.com/login.php/%22%3E%3Cscript%3Ealert(‘hacked')%3C/script%3E

Mou petadpaletal os:
<form method="post" action="login.php/"><script>alert(‘hacked')</script>
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Form Submitting - Security Tips (ii)

* AUon oto cross site scripting (XSS): xprion tng ouvaptnong htmlspecialchars()
* htmlspecialchars(): petatpémnet toug eldikouc xapaktrpec oe HTML entities
* [oapadeyua
AnAwvovrtag:
<form method="post" action="<?php echo htmlspecialchars(S_SERVER["PHP_SELF"]);?>">
Kot 0 hacker dwoet to URL:

http://www.example.com/login.php/%22%3E%3Cscript%3Ealert(‘'hacked')%3C/script%3E
Oa petadpaoctel TEAKA OE:

<form method="post"
action="login.php/&quot;&gt;&It;script&gt;alert(‘hacked')&lt;/script&gt;">
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Form Submitting - Security Tips (iii)

SQL Injection
* Eotw OTL €YoUE TO sql statement:
Suserid =S_POST(‘Userld’);
Sstmt = "SELECT * FROM Users WHERE id=" + Suserid;

Userld:

* Katotnv HTML form ewodyoupe: -,

* Omnote 1o sql statement yivetadt:
SELECT * FROM Users WHERE id= 105 or 1=1
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Form Submitting - Security Tips (iv)

AvtipetwriionSQL Injection

e Xpnotwpomnolovpe SQL parameters
* Mapadeypa:

Sstmt = Spdo->prepare("INSERT INTO Customers
(CustomerName, Address, City) VALUES (:nam, :add, :cit)");

Sstmt->bindParam(':nam’', StxtNam);
Sstmt->bindParam(':add’, StxtAdd);
Sstmt->bindParam(':cit', StxtCit);

Sstmt->execute();
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Form Submitting - Security Tips (v)

e trim() ko stripslashes(): yia va apoatpecoupe
AXPNOTOUG XapaKTNPEC (extra spaces, tabs,
newlines) kat ta backslashes (\) oo to user
input

* md5(): MD5 message-digest kpumtoypadlkog
aAyoplOpuoc nailpvel cav eloodo eva
aAPopLOUNTIKO KoL TIAPAYEL EVA ATTOTUTIW AL
128-bit. MtopoUpE va TO XpPNOLUOTIOLOUE YLO
Ta passwords
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PHP Filters (i)

 Ta ¢iAtpa tnc PHP xpnouomnolovuvtal yia va

 ALO TILOTWOOUME av N popdn Twv dedopeévwy pag ivat n
owoTN
 KaBoapioovpe ta dedopéva pac amo aventBuunToug
XOPOLKTIPEG
* Qo npemnetl va pAtpapoupe ta dedopeva mov AapPavoupe amno
eEwteplkeC nyEe (forms, cookies, web services, BDs, ...) ylati:
* Mn gykupa dedopéva eival Suvato va dnpLouvpynoouv
npoPAnuata aopaleloc tne ebapUOYNC Lo
* Mn gykupa dedopéva eival Suvato va TIPOoKAAECOUV
«KpaoapLopa » TS ebappoync Hog
e Eilval onuavtiko n edboappoyn Hac vo emeepyaletol EyKUpaL
dedopeva
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PHP Filters (ii)

* Xpnowuormnoloupe tn cuvaptnon filter_var()

Nopadeiypata:

Sstr = "<h1>Hello World!</h1>";
Snewstr = filter_var(Sstr, FILTER_SANITIZE_STRING); //Sanitize a string
Sint = 100;
if (Ifilter_var(Sint, FILTER_VALIDATE_INT) === false) { // Check if is integer
echo("Integer is valid");
} else {
echo("Integer is not valid");

$ip ="127.0.0.1";

if (!filter_var(Sip, FILTER_VALIDATE_IP) === false) { // Check if is valid IP address
echo("Sip is a valid IP address");

}else {
echo("Sip is not a valid IP address");

}
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PHP Filters (iii)

Napadeiypata (CUVEXELD):

Semail = "john.doe@example.com";

// Remove all illegal characters from email

Semail = filter_var(Semail, FILTER_SANITIZE_EMAIL);

// Validate e-mail

if (!filter_var(Semail, FILTER_VALIDATE_EMAIL) === false) {
echo("Semail is a valid email address");

} else {
echo("Semail is not a valid email address");

}
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PHP Exceptions (i)

To exception ival €va yeyovocg mou cupPaivel KOTd TNV EKTEAECN
TOU TPOYPAHUUOTOC, TO OTIOLO SLAKOTITEL TNV KAVOVLKI) PON
EKTEAEONC TWV EVIOAWV.

Xpnotpormotovuvtat yia vat SUAAABouv odpaApata 1} AAAo eEOLPETLKA
YEYOVOTQ avarmpooappolovtac tTn pon EKTEAECNC TOU
T(POYPAULOATOG

Zuxva xpnotuonmouvrou YLOL VO EVTOTILOOUV £VOl «EEWTEPLKO»
yevovoq TO omtolo eumodilel TNV KAVOVLKN EKTEAECH TOU

TPOYPAUUATOG Hag. A
e Aotoyia oUvdeonc pe Baon dedopévwy
e Avemdpkela amoOnKEUTIKOU XwWPOou
o YpAApa KOTA TNV AvTAnon dedopévwy amo vav eEumnpeTnth
* Abuvapia ouvdeonc oto diktuo
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PHP Exceptions (ii)

* AUo Baowka otadia:

* Moapaywyn exception, pe to thrown

function checkNum(Snumber) {
if(Snumber>1) {
throw new Exception("Value must be 1 or below");

}

return true;

}
e JUAMNYN Ttou exception, pe to try-catch

try {
checkNum(2);

//If the exception is thrown, this text will not be shown
echo 'If you see this, the number is 1 or below’;

//catch exception
catch(Exception Se) {
echo 'Message: ' .Se->getMessage();
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)

PHP Exceptions (ii

MropoU e va SnNULOUPYAOCOUUE TIG SIKEG LOG KAAOELG YLOL TOL exceptions:

class customException extends Exception {

public function errorMessage() {
//error message
SerrorMsg = "Error on line '.Sthis->getLine().' in '.Sthis->getFile()
s <b>'.Sthis->getMessage().'</b> is not a valid E-Mail address';
return SerrorMsg;

}

}

function checkEmail(Semail) {
if(filter_var($Semail, FILTER_VALIDATE_EMAIL) === FALSE) {
//throw exception if email is not valid
throw new customException(Semail);

}

return true;

}

Semail = "someone@example...com";
try {
//check if is valid email address

checkEmail(Semail);

catch (customException Se) {
//display custom message
echo Se->errorMessage();

}

33



EpyaAeio Debugging (i)

* H evepyormoinon pnvupatwy tng PHP og nepimtwon opalpdtwyv
npaypatonoLeitat arno to php.ini file, pe Tic akoAouBec odnyiec:

error_reporting: elval to Aeyopevo error reporting level
display_errors: 8€Aovpe va epdavidovral to pnvopata AdBouc
n oxt

display_startup_errors: 8BéAouvpe va epdavidovral to pnvupota
AdBouc katad tnv ekkivnon the PHP i oyt

log_errors: av BeAoupe ) OxL va kataypadovtal Ta Lnvopota
AaBouc oe log files

html_errors: evepyonotet/anevepyonolet HTML tags mou
SleuKOAUVOUV TNV TIPOBOAN TWV UNVUUATWV

*  YMApPYXOUV QVTLOTOL(EC CUVAPTNOELG TTOU BETOUV TIC 0ONYLEC TOU
php.ini file kata to runtime
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EpyaAeia Debugging (ii

* [vwpovac pog eival og molo mode (production/development) Tpéxet
n ebappoyn pag
e KaAn TPAKTIKA:

// toggle this to change the setting
deflne[ DEBUG' true};
/ you want -11 ors to be triggered

error_reporting(E_ ALL},

if(DEBUG == true)
{
'/ you're develeoping, so you want all errors to be shown
display_ errnrs{truej,
'/ logging usually overkill during dev
log errors ['F.als-e]l_1

Lo T
=
(]
m

// you don't want to display errors on a prod environment
dlsplay errnrs{fal;ej,

" you definitely wanna log any occurring
lng_errnr (true);



EpyaAeia Debugging (iii)

* XPNOLUEC OCUVAPTNOELC YLA TNV
nopakoAovdnon Twv TIHWV TwV HETABANTWV:
var_dump(), print_r();

e Y& Aettoupylec mou nepthapBavouv ocuvdeon
ue Baon 6edbopevwy, eivat KAAO vaL EAEYXOUUE
av OAa Ttiyav KaAd
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Development Tips

* Alvoupe eudoon otnv acPpalela
e Kavoupe validate to user input

e Evtonilovpue nota tunpota tnc HTML ogAidoc
TPETIEL VA YIVOUV SUVALLKA KOl T(POXWPOLLLE
otadlaka oTnV UAOTIOLNGOK TOUC

e Xpnoluomolovupe to charset=utf8

* Kavoupe clear ta cashes twv browsers
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[MoPOTTOUTTEC

e W3schools.com - PHP Tutorial:
— http://www.w3schools.com/php/default.asp

* Eloaywytko tutorial yta PHP:

— http://devzone.zend.com/6/php-101-php-for-the-
absolute-beginner/

* Emionuoc ototomnocg tng PHP:
— http://php.net
* MAnpodopiec yia server-side scripting:
— http://en.wikipedia.org/wiki/Server-side scripting
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